TONG CUC THONG KE CONG HOA XA HQI CHU NGHIA VIET NAM

CUC THU THAP DU LIEU Poc 1ap - Tu do - Hanh phiic
VA UDCNTT THONG KE
S6: 25 /TTDL-CNTT Ha Néi, ngayo6 thang 01 nam 2024

VIV 16 hong bao mat anh huéng cao va
nghiém trong trong cic san pham Microsoft

Kinh giri: Cuc Théng ké tinh, thanh phd tryc thudc Trung wong

Thuc hién cong tac bao dam an toan an ninh mang, Cuc Thu thap dir li¢u
va Ung dung cong nghé thong tin thong ké (Cuc TTDL) da nhan dugc Cong vian
s6 634 ngay 27/12/2023, Cong vin sé 30/CNTT-ATANM ngay 22/01/2024 cua
Trung tim Cong nghé thong tin va chuyén d6i s6, Bo Ké hoach va Pau tu; Cong
van sd 2260/CATTT-NCSC ngay 18/12/2023, Cong vian sb 66/CATTT-NCSC
ngay 17/01/2024 ciua Cuc An toan thong tin, Bo Thong tin va Truyén thong veé
viéc 16 hong an toan thong tin anh hudng cao va nghiém trong trong cac san pham
Microsoft cong bd thang 12/2023 va thang 01/2024 vai 49 16 hong bao mat. Dic
biét dang chu ¥ cac 16 hong bao mat CVE-2024-20674, CVE-2024-21318, CVE-
2024-20677, CVE-2024-20700 anh huong Microsoft Office 2019, Windows 10,
Windows 11.

Cuc TTDL da trién khai giai phap cap nhat ty dong ban va 18i d6i véi server,
may tinh da join domain trong nganh Thong ké. Cuc TTDL kinh dé nghi cac Cuc
Théng ké tinh, thanh phé truc thuéc Trung wong thuc hién:

(i) Kiém tra, ra soat, xac dinh may tinh str dung hé diéu hanh Windows c6
kha ndng bi anh hudng;

(ii) Cap nhat ban va kip thoi ddi véi cac may tinh chua join domain (laptop,
may tinh tai cac Chi cuc...) dé tranh nguy co bi tin cong;

(Tham khdo huéng dan tai Cong vin sé 2260/CATTT-NCSC, Céng vin sé
66/CATTT-NCSC guii kem theo)

(iii) Kiém tra tinh trang cac ban va tuy dong da duoc Trung tdm Tin hoc
thong ké khu vuc I thue hién cap nhat tu dong d6i v6i cac may tinh da join domain.

Trong qué trinh trién khai, c6 kho khan, vudng miac Cuc Thong ké lién hé

v6i Trung tAm Tin hoc théng ké khu vuc dé dugce tro gitp.



Két qua thuc hién yéu cau giri vé Phong Quan 1y va Ung dung cong nghé
thong tin théng ké, Cuc TTDL theo dja chi email: phongentt@gso.gov.vn trudc
ngay 16/02/2024 dé tong hop va bao cdo Lanh dao Tong cuc.

Tran trong cam on sy phdi hop ctia Cuc Thong ké./.

Noi nhin: KT. CUC TRUONG
- Nhu trén; P 5
- Lanh dao Téng cuc (dé b/c); ‘ CUC TRUONG

- Cuc trudng (dé b/c);
- TTTH I, II, 111 (dé phdi hop thuc hién);
- Luu VT, CNTT.

a0 Quang Thanh
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