TONG CUC THONG KE CONG HOA XA HQI CHU NGHIA VIET NAM

CYC THU THAP DU LIEU Poc 1ap - Tu do - Hanh phiic
VA UDCNTT THONG KE
S6: 230 /TTDL-CNTT Ha Néi, ngay09 thang 10 nam 2024

VIV ra soat, khic phuc 16 héng
trén cac trang web

Kinh guri:
- Cuc Théng ké tinh, thanh pho truc thudc trung uong;
- Thanh vién Tb tmg ctru su cb;

- Trung tdm Tin hoc thong ké khu vuc I, 11, II1I.

Ngay 03/10/2024, Cuc Thu thap dit liéu va Ung dung cong nghé thong tin
thdng ké (Cuc TTDL) ghi nhan trang thong tin dién tir ciia Cuc Thong ké tinh Binh
Thuén da bi tin tic khai thac qua 16 hong bao mat cia trinh soan thao van ban
FCKeditor dé chén duong dan ¢ ndi dung phan cam. Bé dam bao an toan cho hé
théng thong tin, Cuc TTDL dé nghi cac don vi thuc hién:

1. Kiém tra, ra soat hé théng thong tin thudc pham vi quan ly, ddc biét la cac
16 héng bao mat co ban nhu: SQL Injection, FckEditor, WebDAV, mat khau yéu...;

2. Thuong xuyén theo doi, giam sat, cap nhat cac ban va bao mat maoi nhat
cho cac nén tang, cac plugin, module trong tmg dung dé phong ngira, ngin chin
c6 hiéu qua cac tha doan, hoat dong tdn cong xAm nhép ciia tin tic cac trang thong
tin dién tu;

3. Chuén bj cac phuong an xt 1y kip thoi khi phat hién c6 dau hiéu hé théng
thong tin bi tin cong;

4. Cyc Thong ké tinh Binh Thuan khan truong t6 chtrc khic phuc sy ¢b bao
mat theo huéng dan tai Phu lyc kém theo.

Trong qua trinh trién khai, c6 kho khin, vuéng mac dé nghi lién hé voi
Trung tdm Tin hoc théng ké khu vuc phu trach dé duoc tro giup. Két qua thuc
hién dé nghi cac don vi gii vé Cuc TTDL cham nhat ngay 17/10/2024 dé tong
hop chung.

Trén trong cam on su phdi hop cua Quy Pon vi/. L —

Noi nhén: KT CUC TRUONG
- Nhu trén; 8
- Lanh dao Tong cuc (dé b/c);
- Cuyc truong (dé b/c);

- Luu VT, CNTT.




Phu luc
HUONG DAN KHAC PHUC LO HONG TRONG FCKEDITOR
(Kém theo Cong van so:  /TTDL-CNTT ngay  thang 10 nam 2024 cua Cuc
Thu thdp dir liéu va Ung dung cong nghé thong tin thong ké)

1. Huéng din ra quét
M¢ trinh duyét va vao trang tim kiém “google.com”

Nhap noi dung tim kiém: inurl:FCKeditor editor filemanager upload
site:cucthongke.vn

Trong d6 cucthongke.vn 1a tén mién, don vi ra quét theo tén mién cta trang
web can ra quét.

2. L0 hong tai website Cuc Thong ké tinh Binh Thuan

All )

Any time - All resu v A r Searct Clear

© .z: Cuc théng ké tinh Binh Thuén ::.
http://cucthongke.vn » aspx » FCKeditor » img ' PDF

© .z: Cuc théng ké tinh Binh Thuan ::.
http://cucthongke.vn » aspx » FCKeditor » img PDF

© .2 Cuc thong ké tinh Binh Thuan ::.
http://cucthongke.vn » aspx » FCKeditor > img» file PDF

o - Cuc thong ké tinh Binh Thuan ::.

3. Huéng din khic phuc

FCKeditor (con goi 1a CKEditor) 1a mot trinh soan thao HTML ma ngudn
mo theo kiéu WYSIWYG ciia CKSource. Chuong trinh ndy c6 thé tich hop vao



cac web site ma khong can cai dat. CKEditor tuwong thich v6i hau hét cac trinh
duyét Internet va duoc st dung rat rong réi.

Ldi chu yéu do cac website dang dung ban cii va khong x6a cac form upload
test mac dinh ¢ trong FCKEditor. Khi trién khai FCKeditor chua cAu hinh phan
quyén thu muc, phan quyén thyc thi trong cac thu muc upload cia Web Server.
Ké tan cong c6 thé loi dung dé upload céc file v6i ndi dung x4u 1én website hodc
upload cac webshell 1én Website nham chiém quyén diéu khién website.

Pé khic phu 18i ndy, quan tri website nén thyc hién cac cong viéc sau:

- X6a cac thu muc upload test trén website.

- Cau hinh phan quyén thu myc, phan quyén thuc thi theo kiéu file trong thu
muc upload.
- C6 thé cap nhat phién ban méi cia FCKEditor

- Ban ciing c6 thé khac phuc thil cong bang cach thay doi tryc tiép ma ngudn
trong tép tin upload.php. Thay d6i ‘sCurrentFolder = GetCurrentFolder()’ thanh
‘sCurrentFolder = /.

Vulnerable Code

Ma nguon co 16 hong
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